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The need to scale Consensus
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The need to scale Consensus
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Solution: Decouple Ordering from Dissemination
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Verifiable Distributed Storage

Verifiably store data among storage nodes, so that each node
communicates and stores only a small part

Disperser Storage nodes (Validators)
(Block builder)

Retriever

Verity

Public [JJ
reference Verifiers n n n

(Validators)



Example: Verifiable Information Dispersal [CT05,.]

Verity is non-interactive: Used in:

2 BB EE e

Disperser ! : l !
01 02 03 04

Verity: Output 1 if enough valid signatures
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Example: Data Availability Sampling [HASW23...]

Verity is interactive: Used in:

> BE B B gun

Disperser
Focus of today’s talk

Verity:
‘Sample’ random chunks of data

Output 1 if all chunks available n




How to repair lost chunks?

What if some node loses its chunk?
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Disperser Storage nodes (Validators)




How to repair lost chunks?

What if some node loses its chunk?

Or, what if the disperser never dispersed its chunk?
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Disperser Storage nodes (Validators)




How to repair lost chunks?

What if some node loses its chunk?

Or, what if the disperser never dispersed its chunk?

28 B 8 B »

Storage nodes (Validators) e

Disperser Retriever

Verity

Repair is important to protect

Verifiers against griefing attacks!
(Validators)



This work

* New definitions for Data Availability Sampling (DAS), strengthening Hall-
Anderson,Simkin,Wagner’23 to formalize:

* Local Repair

e Retrieval

* Enhance DAS framework from HASW’23 for building DAS with local repair, from

+ Erasure code commitment
with locality

* New Construction using the framework with

Multiplicity codes + New Polynzzr;llsrlnceommltment




Defining Local Repair for Data Availability Sampling

Repair protocol:

Dispersor — Repair

Public [JJ
reference Verifiors n n n

Retrlevor
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Our Construction

Ethereum | Our
Fulu DAS | Construction

Node storage 818 KB  0.23KB [35x better]



Our Construction

Ethereum | Our
Fulu DAS | Construction

Node storage 818 KB  0.23KB [35x better]
Local Repair 128 KB 213 KB [6x better] -
complexity: P2P Gossip network model:

. Each chunk is distributed in
Total bandwidth :

a different subnet

Local Repair 64 o1 |1.4x worse]
complexity:

Number of subnets
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Our Construction

Ethereum | Our
Fulu DAS | Construction

Node storage 818 KB  0.23KB [35x better]

Local Repair 128 KB 213 KB [6x better]

complexity:

Total bandwidth

Local Repair 64 o1 |1.4x worse]

complexity: Fulu DAS does not
Number of subnets guarantee retrieval!
Sampling 1637 KB* 914 KB  [1.8x better]

bandwidth

Disperser work 0.3s 0.42s |L.4x worse]

(Multi-threaded)
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This work

* Enhance DAS framework from HASW’23 for building DAS with local repair, from

Erasure code commitment
with locality

Codes with locality +




Framework for Data Availability Sampling

Without local repair [HASW23]:
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Building Block: Erasure Codes

A (k,n,A) — Erasure Code C is a pair of algorithms:
* Encode(data € £¥) - Eerm
* Decode(E = {E;}ics) — data OR 1

Wherein Decode outputs the encoded data if £ contains > (1 — A)n symbols of E

data
C.Encode(data) |

E |E; DBIE;| |9 4

C.Decode(E) |

data
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Framework for Data Availability Sampling [Hasw23)

Disperse l Encode using Erasure code
E |Eq [E; |E;3 En
Vol !
/ E’ 1
Retrieve , B3 .. " E/
Eq n

1. Queryany (1 —A)n

positions of encoding ﬁ
2. Run Decode o



Framework for Data Availability Sampling [Hasw23)

Disperse l Encode using Erasure code

E |Eq [E; |E;3 En

Verity

Query a few random
positions of encoding

How can the verifier check
that E7 is correct?




Building Block: Erasure Code Commitment [Hasw2s3]

Can commit to data w.r.t. code C s.t. we can open to any position of the
encoding.

* Setup(1%) - ck

» Commit(ck, data) -  com

* Open(ck, data, i) -

e CVerity(ck,com,i ,E; ,m;) - b € {0,1}

Properties: Correctness, Position Binding and more... [see paper]
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Framework for Data Availability Sampling [Hasw23)

Commit using Erasure [I]J
. com
— code commitment

Disperse l Encode using Erasure code

E |Eq [E; |E;3 En

l Compute openings for all positions
7Tl1 7le 7Tln

Verity e @
Query a few random N W
positions of encoding En , Tn
Output 1 if proof is valid w.r.t. [l]J n

for all queried positions
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Example: Ethereum Fulu DAS

Without local repair [HASW23]:

+ Erasure code commitment
Reed Solomon Code + K7ZG Commitment

= I3
= S
DAS




How to repair lost chunks?

Commit using Erasure 0
. com
== code commitment

Disperse l Encode using Erasure code

E |Eq [E; |E;3 En

l Compute openings for all positions
T[ll 7le 7Tln

How to repair chunk Retrieving and re-encoding
E;,m;? the data is too inefficient!




Framework for Data Availability Sampling

With local repair:

Locally
correctable code
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Codes with Locality

Locally Correctable codes: Can repair any position of the encoding by

querying only r <« n random positions

Encoding E

Eq

E;

E3

S

\

Y

Can compute E, from E; and Eg
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New Framework for Data Availability Sampling

Disperse

Commit using Erasure
code commitment

l Encode using Eraswressde

Eq

Ej

Eg

En

9 Tty

S5

com [|]J

l Compute openings for all positions

s

!

=
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New Framework for Data Availability Sampling

Commit using Erasure [JJ
. com
_ code commitment

Locally correctable code

Disperse l Encode using Eraseresode
E |Eq|Ez |E;5 »®
l Compute openings for all positions
Ty T2 o
b | e
@ @ But what about m;?
Repair —

Query r nodes to repair E,;, e.g. Nodes 1,5
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Framework for Data Availability Sampling

Erasure code commitment
with local correction
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New: Erasure Code Commitment with [ ocal

correction

Can repair opening proof for any position of the encoding by querying
opening proofs of only r <« n random positions

Encoding E

Opening Proofs

E; |E; |Es ”

‘\'\J

Can compute E,, from E; and E;

Ty T, T3 “

'\\J

Can compute 1, from m; and 75
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New Framework for Data Availability Sampling

Commit using Erasure
com @

_G code commitment
— with local correction

Disperse j Locally correctable code
Encode using Eraswreesde
E |E1 |Ez |E3 4

l Compute openings for all positions

!

b
-8 . =
‘\

™

9 Tty

Repair

Query r nodes to repair E,, , 77,
e.g. Nodes 1,5 31



Summary of DAS Framework with Local Repair

Without local repair [HASW23]:

T+ -
Reed Solomon Code + KZG Commitment » FleSJ

With local repair:
+ Erasure code commitment » DAS with
with local correction local repair

; ; O
Multiplicity codes + New Polynzg;iﬂceommltment »




Efficiency of Constructions using DAS Framework

{ J Erasure code commitment

with local correction

* Node storage: One symbol of encoding  +  One opening proof
* Disperser work: Encoding +  Opening proofs for all positions
* Repair complexity:  Local correction ‘® + Local correction for opening proofs

* Sampling bandwidth: Distance Key Challenge:
Co-designing locally correctable codes
with good distance and corresponding

erasure code commitments...



This work

Multiplicity codes




Multiplicity Codes [ksy14]

e Generalization of Reed-Solomon codes

* Interpret data as a multivariate polynomial of degree d:

data = f(x,y)
* Encoding contains:
 Evaluation of f at all valuesofx,y € S

 Evaluation of f; = Z—i at all valuesof x ,y € S
* Evaluation of f;, = 9L at all values of x ,YES

oy
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Multiplicity Codes [ksy14]

(1)
E, = £(11)
fy(1L.1)

|

=
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Multiplicity Codes [ksy14]

(1) f(1,2)

E, = (11 | Ex= fx(1,2)
fy(1L.1) fy(1,2)
} |

S

f(1,q)
Eq = fx(1,q)
fy (1,9

=
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. e - e give the firs og? k) algorithm
Multiplicity Codes [ksv14] o yseemtic cneoding, it couble

efficient retrieval! [See paper]|

Derivatives provide redundancy
= Good distance

Degree of f along any line is d =
Good local correction

L ran £(1,2) £
E, = fx’(l»l) E; = fx’(1,2) ? g Can l‘epail‘ by
D) @2 (. queryingd + 1

O
@
p
f(2,1) f(22) f2,4) | symbols on this line
Eq+1 = fx’(zil) Eq+2 = fo(Z,Z) 7 EZq = fx,(zt q) Y
208

fy(21) £(2,q)
_—
—

f(1,y) has degree d :
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This work

New Polynomial commitment
scheme




The need for a new commitment scheme

Need a commitment scheme with the following properties:

* Erasure code commitment for Multiplicity codes i.e.

Crucial to instantiate
framework with
multiplicity codes

« Commitment for multivariate polynomials

* Opening proofs for derivatives

* Local correction for opening proofs - o @ Crucial for local
repair!
» Efficient Batch opening for proofs at all positions

°e Crucial for
reducing

disperser work!
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New Multivariate Polynomial Commitment

Generalize PST
First scheme which supports: Commitment

* Opening proofs for evaluation of multivariate polynomial and its derivatives

Proof size: 3 G Verity time: 4 pairings for bivariates
» Efficient Batch opening for proofs at all positions

* Local correction for opening proofs

Generalize
Khovratovich-Feist to

multivariates
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https://eprint.iacr.org/2025/1414
Conclusion

* Local Repair in Data Availability Sampling is an important problem

* New DAS with local repair using

.. New Multivariate Polynomial

Open Questions

Designing commitment schemes with local correction for other locally
correctable codes:
* Expander codes

* Folded Reed-Solomon codes
Designing new erasure codes with local correction
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