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Three Concepts of This Talk
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Signature Aggregation Today



Proof of Stake 101

Block Block Block Block
Sig

Block valid < enough votes in Sig




Two Use Cases of Signatures

Signing Transactions

Signing Votes for Blocks




Signature Aggregation Today
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BLS Multi-Signatures

Multi-signatures vs.
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Signature Aggregation Today
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BLS Signatures and Multi-Signatures




Aggregating Aggregates with BLS

Sig, 5 10101100 Sig, , ; 00010101
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Slg1,3’5’6 = H(M) Szg4,6,8 = H(M)

S_igl,3,5,6 . S_ig4,6,8 = H( M)skl+sk3+sk4+sk5+25k6+sk8 10111201

Counters instead of bitvectors!




Hint-Free Multi-Signatures [HRW26]

o KeyGen(1%) — (pk, sk)

e Sign(sk, M) — Sig




Hint-Free Multi-Signatures [HRW26]

Need Multiplicities Need Topology

\
Hint-Free Signature Agnostic Feasibility without Recursion

Security unclear or depth bounded Not Practical (iO)

[DKGV22]: Rate-1 Non-Interactive Arguments for Batch-NP and Applications [HRW26]: Hint-Free Multi-Signatures



Slghature Aggregation in the Future



Signature Aggregation in the Future

Single-Hop Pre-Quantum Hint-Free Multi-Hop Post-Quantum




Non-Interactive Arguments for NP relation %

Proof

i Verifier

Prover




Signature Aggregation via SNARKs

Proof

Signature Agnostic

PQ Schemes!




Hint-Free Multi-Signatures via SNARKs
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Recursion and its PrOblems # 1: Bounded Depth
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Depth bounded! What about straight-line extraction?
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Recursion and its PrOblems # 2: Relativized Arguments

Many SNARKSs in Random Oracle Model are Straight-line Extractable!
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Relativized SNARK: Impossible in ROM Better Understanding of
SNARK for NPH [IBCG24] Recursion needed!

[BCG24]: Relativized Succinct Arguments in the ROM Do Not Exist



Signature Aggregation in the Future

Ethereum’s current plan:

Hash-Based




Why Hash-Based Signatures?

Other schemes also need Hash Functions

Ease of implementation and understanding

Setting Parameters & Formal Verification

Concrete Targets for Cryptanalysis




Which Hash-Based Signature Scheme?



Signature Requirements

Bandwidth

32 KiB, 4096 Validators
— 1 Gib/s

No Relativized Arguments

Efficient Aggregation

Targets for Cryptanalysis




Hash-Based Signature Candidates
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Somewhat Complex Simple

Synchronized / Stateful

No problem for
Proof of Stake!
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XMSS OverView From One-time to Many-Time

Sign only once Sign wrt slots

Two signatures leak sk Sign only once per slot

Good fit for PoS:

Only one vote per slot




XMSS OverView One-Time Signatures from Hash Chains

Example: v = 4 chains of length 2" =
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Tradeoffs for XMSS

Smaller hash via Goal: Find encoding
tighter proofs with better tradeoff!

Many Verification

Few Long Chains Small Signatures Hashes

Few Verification
Hashes

Many Short Chains Large Signatures




Our Work on XMSS

Hash Sigs for Ethereum
[DKKW25]

Top of the Hypercube
[KKW25]
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Aborting Random Oracles
[HKKTW26]
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Summary and Research Directions



Summary and Research Directions

Practical Hint-Free Multi-Signatures?

Security of Recursion?

PQ Signature with “native” aggregation?

Security of Poseidon Hash Function?
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